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7 "_Legal'and Ethlcal Issues Surroundmg: he Use of foc1al

and p1ofe%1onal lives can become all too enméshed and co' gled When usmg socml”’
media. This artlcle is meant to help practlcmg coumelors think thloughvthe ethlcs of web:
0 dpphca ons both with theis clients zmd in th’ T pnvate hves

"WHY COUNSELORS NEED FHIS ARI ICLE

" There are now more than fou1 rm I on or me counselmg webs1tes (Haberstloh,‘
7”009) and counselors are correspondm g with their clients electromcal]y in swmﬁcant—a ,
_and 'ﬁcreasmg numbers (Dubms ’7004) There is evidence that clients are benefmng ,
,,fﬁ'om these interactions. A study by Lelbert Archer, Mumon and Yo1k (2006) found two
sxgmﬁcant ‘advantages of electronic COLT pondence between client and counselor. First,
online clients thought that electmmc interactions with their counse101 produced less anxi-
ety with self disclosure,. especnally during the beginning sessions. Second, cyber clients
thought that the anonymity of corresponding electronically increased feelings of emotional
safety. Leibert et al. concluded that electronic correspondences may be partlcularly useful
for clients “who are especially sensitive to the. presence of others, who have experienced
emotional trauma, social marginalization, or judgment from others” (p. 81). A large-scale
internet project involving 80 counseling professionals in Germany also found that online
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chents beneﬁted from psycholog1cal anonymrty (Schultze, .
2006) This multrvear initiative found that clients who com-
~ municated by email felt protected because they were sur-
rounded by | the fam1har1ty of their own home and could be
“invisible” . 623) This mv1srb111ty allowed online clients

to feel protected from shame because they did not have to

actually look at the counselor while they were explormg

issues and feelmgs Chents also reported that they appreci-

ated the opportumty to think about their responses rather
than havmg to spontaneously react to their counselor in the
moment Schultze stated that these factors combmed in the |
virtual environment to lower chent resrstance and promote a

wﬂhnoness to change

Zabrnskr Celio, Jacobs, ‘Manwarmg, and erfley (2003). ‘

mvestrgated the use of a counsehntr chat room with women

 who were at. nsk of developmg an eatrng dlsorder Parncr-V

pants engaged in a weekly chat around a chosen top1c (e.g.

- media influences on body image, copmg strategies, trrgger L
srtuatrons) They were also assigned homework (e. g, keep-‘
s 1ng a food drary, 1dent1fy1ng thought patterns, documenttng ‘

counselmc
- anbD Human
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. changes) and were encouraged to post their completed
 were emailed to all participants. Zabinski et al. found that

- 86% of the counseling chat room participants were either
- satisfied or very satlsﬁed with the experience and that 79 ]

- disorder—related behavrors and issues as compared to a con-

. the Workmg Alliance Inventory (Horvath & Greenberg

mdrcated parncrpants belief that online therapy was a posi

‘ ,counselmg” (p. 102) Fmally, a meta—analys1s of 64 studre
' investigating the effectrveness of mternet—based rnterven

~ Barak, Hen, Boniel- Nrssrm and Shapira (2008). The

~ the internet ‘with chents was “as effective as face to-face ,
~ interventions” (p. 147). ‘ ; :

Devempmen'rf

~ whether it be by email, chat, texting, Facebook, or other

_ clients benefit from cyber-c communication with their coun-

'as31gnments toa ‘message board. Weekly chat summari

felt that the chat room was preferable to face-to-face cour
sehng sessions. Ten ‘weeks after the study had ended cha
room partrcrpants recorded significant reductions in eatmg

trol group.
~ Cook and Doyle (2002) studred whether the crmc ~
?counselor—chent relatronsh1p could be established electron—
ically with chents Fifteen clients using chat or email as th
~method for communrcatrng with their counselor completed

11989). The study - concluded that “working alliance levels
‘demonstrate that participants felt a collaboratrve, bondmv‘;
relatronshrp wrth therapists, and comments overwhelmm gly ’

tive experlence with umque advantages over face-to-face

tions (rncludm ¢ the use of email and chat) was conducted by

authors found a medlum effect srze and concluded that usin

In summary, counselors need thrs article for two reasons :
First, four million plus websites can’t be wrong——chents now
expect counselors to communicate with them electronlcally, '

social media. Second, a body of knowledge indicates that f""i/f

selots. As such, professional counselors are going to be inter- ﬂ
acting more and more with clients through a variety of social
media applications. These digital forms of communication
are bringing up unique ethical dilemmas for practicing coun-
selors for which, to date, there has been little guidance.

WHAT TYPES OF COMMUNICATION
ARE WE TALKING ABOUT?

The pace of change in electronic communication has
been dizzying. It was not very long ago (at least in the eyes
of the senior author who remembers having to use punch
cards rather than a keyboard to talk to a computer) that email .
was the sole means of electronic communication between

 counselor and client. Those who have been in the counsel-

ing profession for a while may remember that email was
hailed as a method that would free up a substantial amount

. of time because, unlike the telephone, you could wait and

respond to email at your leisure. Those days (if they ever



 media websites (e.g.

fexrsted) are obvrously long gone, and chents now expect us
- torespond to emails quickly. Because ema1l has been avail-

~ able for so long, it has become the trad1t1ona1 metbod for

. ,electromc counselor-cllent communication. i
. Atsome pomt, people reahzed that electronic correspon— ,
dence could be done in real time, and thus was born online
- chat, Chat was originally developed for business purposesas
Internet Relay Chat in 1988 and debuted as a tool for personal

- commumcatron by Amenca Onlme in the early 1990s. Online

chat is simply a real-time conversation conducted over the

. computer (encyclopedta com, n.d.). Chat can occur through -
o i such common chat programs as 'AOL Instant Messenger,
- Google Talk Internet Relay Chat, and Yahoo! Messenger
eb addresses for these apphcattons and for useful

‘ counselmg related and soc1a1 media related websites are

 listed in the Appendtx Chat opened the doors for more lay-‘:

 ered types of soc1a1 networking throuOh dedtcated social

- Orkut, Twitter, and blogs).

Coyle and _Vaughn (2008) defmed soctal networkmu as
“the use of a specmc type of Web site focused on the cre- .
ation and growth of online social networks Wthh allows
~ users to interact” (p. l”t) Social networkmg has now clearly
~ become an integral part of the fabric of our society. Accord—«

~ ing to the website Social Media Statrsncs (www.socialmedia
statistics.wikidot.com), almost 40 million people visit Face-
~ book each month In addition, ‘Social Media Statistics reported

~ that there are more than 30 mllhon LinkedIn users (with

almost a third of them over age 45), and that Twitter users
send three million tweets each day Ten million people

signed up for Google+ within the first 30 days of its beta test

- (Dudley, 201 l), and Orkut has developed more than 45 mil-
lion communities in fewer than 5 years after its launch
(Smgh 2008). For counselm(r clients with substance abuse

issues, there are now lZ-step email and chat meetings (see -

Online Intergroup Alcoholics Anonymous, n.d.). Focusing
on the world of professional counselors, the American
Counseling Association blogs  (http://my.counseling.org)
~ receive almost 20,000 views each month (R. Daniel-Burke,
personal communication, June 7, 2010).

The latest cyber-communication apphcatron (at least as
of the writing of this article) is the creation of online virtual
worlds. A virtual world is “a genre of online community that
often takes the form of a computer-based simulated envi-

_ronment, through which users can interact with one another
and use and create objects” (“Virtual world”, n.d., para. 1).
Virtual worlds allow individuals to form “new kinds of rela-
tionships and [live] new kinds of lives outside bodies in
entirely re-imagined selves” (Daniel, 2008, abstract). Virtual
world users currently number in the millions (Yee, Bailen-
son, Urbanek, Chang, & Merget, 2007), and it is estimated
that one billion people will interact in virtual worlds by the

Facebook, Lmkedln Google+ MySpace,

end of thls decade (Damel 2008) Mental health profess1on— .

als are now employing virtual worlds in the treatment ot
Asperger syndrome (Mangan, 2008), combat-related PTSD, ‘.
«(Reger & Gahm, 2008; Wood et al., 2009), and the emo-

tional aspects of phys1cal d1sab1ht1es (Chen Jeno Func

'Doong, & Chuang, 2009)

~ Though numerous onlnle v1rtual worlds have been cre-
ated in recent years one of the most wxdely used platforms

is Second Llfe, and professronal counsellnv has a presence.
'Marty J encius, an associate professor of counselmg atKent
State Un1vers1ty, started the annual Virtual Conference on

~ Counseling in 2009. Geared toward counseling practmon- -

els, counselor educators, and graduate counseling students .

/ tlns conference uses the Second Life platform and bills 1tse1f, -
 as“aone- -of-a-kind live. counselmg conference that youcan
“ attend free of charge from your desktop computer” M. Jen—r .

cius, personal commumcahon Sej ptemberS 2010) The V1r-~ ‘

“tual Conference on counsehng extends over 4 days and pro-
vides more than 40 online presentations. Examples from the

- 2010 conference included Factors Related To Severity and
- Prognosis in Mood Dzsorde;s The Effectiveness of Art Ther-

‘ _apy, and Publzs/tzng Your Book in Counselor Education. As, '
would be expected, there were numerous presentations on

- the mterface of cyber technology and counseling, such as

Using. Arts Processes as Psychologzcal Tools in Second Life,

Counselor TV: Creatmg a Srreammg Televzsron Channel

and Technol‘ogtcaylly Medzafed Relatzonsth Changes

A WORD ABOUT GENERATIONAL DIFFERENCES

Itis easy to assume that only younger counselors or grad—
uate counseling students have integrated soc1al media into
their lives to the extent that they need to worry about the

issues that are covered in this article. After all, the Beloit

College mindset list for the class of 2014 stated that college
students who ‘were: bom in 1992 “will be armed with
iPhones and BlackBerries, on which making a call will be
only one of the many, many functions they will perform
(“Mindset List,” n.d., para. 4). In a study of 433 undergrad-
uates, Peluchette and Karl (2008) found that college stu-
dents are now “heavy users of social networking sites, with
80% using at least one site or more ... and more that 50%
logging on to their site at least once a day” (p. 96). Research
has found that young people have between 150-200 friends
on their Facebook page (Ellison, Steinfield, & Lampe, 2007)
and have a “reckless tendency to post anything and every-
thing on one’s profile” because they wish to “make a con-
scious attempt to portray a particular image” (Peluchette &
Karl, 2010, pp. 30, 35).

So it is clear that the Millennials (the generation born
after the mid-1970s) are into texting, blogging, instant mes-
saging, Twitter, and Facebook. However, it should be noted
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- rthat older counselors are mcreasrngly usmg soc1al media

and thus need to be concerned about ethical issues that arise

- with clients in this area. A 2010 Pew internet study found

e that mdrvrduals aged 55-64 had mcreased their use of soc1al .

~ networking sites by 88% (from 25% to 47%) in the past year

.. and that those over 65 had increased their social networking
~ usage 100% (from 13% t0 26%) (Priest, ”010) In fact, the:
- most rapidly ; growmg segment of Facebook is women aged :

~ 55 and older (All in the Facebook Famdv 2009 p b,

~ Why are older Amerrc’ms gettmg into socral networkmg? |

‘—Mostly, it seems, to keep up with (and momtor) their kids

- and grandchﬂdren (All in the Facebook Famzly, 2009) ‘As

' quoted ina CNN.com article, one orandmother Margaret

'Brool(s, Jomed Facebook because it was the only way that

~she could view her grandson s artistic endeavors. Ms.

‘ Brooks stated that she initially thought her grandson would

- not want to friend his arandmother To her surprise, she
 found that “he did, and every time 1 send something to him

he sends somethmg to me” (All in the Facebook Famlly, i

‘ f2009 p. 2). So, even those counselors in the Baby Boom and
Silent Generations who : are using social ‘networking srmply
to keep up with their famrly need to review the concepts
- within this article, as clients will seek them out once they‘
~establtsh a social medla presence e .

LEGAL ISSUES

Counselors are not often accused of malpractrce or sanc-

troned by hcensmg ‘boards or professronal assoc1atrons In
fact, “the relative mfrequency of censure . . suggests that
fformal accusations of questionable behavrors are rare”
(Wheeler & Bertram, 008 p: 1) So the authors do not want
to overemphasize the use of the law and threats of sanction
in deciding whether and how to electromcally interact with

chents ‘However, Wheeler and Bertram pointed. out that
counselors have had complaints lodged against them “based

on e-mail being sent to the wrong person, voice mail being
inappropriately overheard and computerized records landing
in the wrong place” (p. 76). We are also aware of a case
where the Ohio Counselor, Social Worker, Marriage & Fam-
ily Therapists Board sanctioned a licensee for activities
related to her Facebook account (Kelly, Hoffman, Adamson,
& Bradley, 2010). As such, it is prudent for professional
counselors to keep legal and regulatory issues in mind when
lnteracting with clients through social media.

Llcensmg Laws

Is corresponding with clients through social media legal?
It is clear that state licensure boards are still feeling their
way and adjusting to the use of electronic communications in
counseling. In a survey conducted for this article, the authors
were able to identify 24 counseling boards (Alabama,

o

Alaska, Arizona, Connecticut, Delaware, District of Colum-
 bia, Florida, Georgra, Hawaii, Idaho, Indrana, Kentucky,
~ Louisiana, Maine, Mtclnoan Mrssrssrppr ‘Missouri, New

~ Hampshire, North Dakota, ‘Oklahoma, Rhode Island, South

‘Dakota, Vermont, and Wyommg) that report an absence of .

any law, rule or regulatlon addressrng the use of the inter-
net wrth clients. Itis therefore assumed that these states treat

;felectromc messages between counselor and client the same
' way that they treat face-to- face communication. '

Our survey also found an additional 10 states (Arkansas,

 California, Towa, Kansas, anesota, Nebraska, New York, '

North Carolma, Ohio, and Utah) that do regulate electronic 7
communications for counselors, but only within their partic-

~ ular state, As an interesting example, Arkansas has an
'addendum to their hcensure requrrements specrﬁcally v
: geared towards technology assisted therapy: The Technol-

ogy Assisted Counseling Specrahzatron lrcense tequires

‘additional education and supervrsron (C. Horn, personal" -
_ communication, Mav 2 20]1) The regulatrons of the 10

states above focus on ensurmo that nonhcensed individuals

,do not attempt to cncumvent licensing requrrements by

claiming that ‘counselor licensure laws, rules, and regula- :

tions in that junsdrctron apply only to- face-to—face counsel-;,» o

ing. As such, if you live in Arkansas, Calrforma, Towa,

: Kansas, Minnesota, Nebraska New York North Carolrna,

Ohio, or Utah, it is particularly prudent that social media

- posts mvolvmg clients fall within state gurdelmes for face—

to-face counselor—clrent mteractrons ‘
_ Finally, we were able to 1dent1fy four states (Maryland

- New Mexico, Tennessee, and Virginia) which specrﬁcally‘r .

state that they do not support electronic communications
under their scope of practice for professronal counselors.
One lrcensmg board, New Mexico; reported that a counselor

~ found to be engaging in electronrc counseling could be sanc-

tioned. Therefore, if you live in Maryland New Mexrco, .
Tennessee, or Virginia, we recommend checking with your

state licensing board to ensure that the use of social media
with clients does not place you in legal Jeopardy. Website

addresses and contact information for all state counselor

licensure boards are available on the ACA website at http://
www.counseling.org/Counselors/Licensure AndCert. aspx

As mentioned earlier, state counseling boards are still in
the early stages of developrng their rules about the use of
social media communications between counselor and client.
As such, it is recommended that licensed counselors who
use Facebook, LinkedIn, Twitter, or other social media
check with their state licensing board on a periodic basis to
stay updated on current rules and regulations about usmg
web 2.0 applications.

When states approve of electronic communication between
‘counselor and client, does the professional counselor need

to be licensed in the client’s jurisdiction? According to our

APRIL 2011




~ survey, the consensus is that state licensing boards want

~ counselors to be licensed in the state where the client
o resrdes Nancy Wheeler, one of the foremost attorneys spe-.
. cralrzmg in counselor law and the risk management attor-

 ney- consultant for the ACA Insurance Trust, stated that this

- is because counselor hcensmg boards want to have control
~over practrtroners practicing in their state—in person or
, electronrcally——m order to protect the public. In order to
‘f’,mamtarn control and maximize public. protectlon, con-

_ sumers need to be able to lodge complamts against practr-
- uoners in therr home jurisdiction (N Wheeler ‘personal

‘ commumcatlon, December 13, 2010). The . only way to’; ‘
~_ensure this is to have the counselor hcensed in the state in -

‘ Wthh the chent resrdes

L HIPAA (the Health Insurance Portabllrty and Acoount- '
L abrhty Act of 1996) needs to be attended to when interacting

with c11ents through soc1a1 rnedra The _biggest issue

‘ revolves around the ¢ potenttal for a breach of conﬁdentral— ’

. ityor mvasron of privacy [that could] cause legal problems”
~ (N. Wheeler, personal commumcauon December 13, 2010)

- However, there is no reason to let HIPAA recrulauons scare ‘

you away frorn using web 2.0 apphcauons in your practlce

as the standards are qulte general and no therapists have been .
-accused of violating the revulatlons through the use of elec- .

tromc media (Ridgewood Financial lnstrtute, 2010, p. 3).

~ HIPAA apphes to a client’s “individually identifiable
kfhealth information” which includes “the individual’s past,

;present or future physical or mental health or condition; the
provision of health care to the individual, or the past, present,
or future payment for the provision of health care to the indi-

- 'vrdual” (United States Department of Health & Human Ser-

vices, 2003, pp. 3-4). Therefore, one method for avoiding

potential conflicts w1th HIPAA is to make sure that social

media contact with a client does not contain session-related

disclosures or diagnosis and treatment information. A second

method for addressing HIPAA privacy requirements is to get
written permission from your client to interact informally
through Facebook, text messaging, and other electronic
- methods since HIPAA permits clients to authorize nonroutine

disclosures (N. Wheeler, personal communication, March
13, 2010). This can be incorporated into your informed con-

sent document or completed as a separate agreement.

ETHICAL ISSUE‘?

Counselors face a number of ethrcal dllemmas when
interacting with clients through Facebook, Twitter, instant
messaging, Google+, or Second Life. Some of these dilem-
mas, such as, “Should I frierd.or not?” and “If I text with a
client, does that mean I have to have my phone with me

24/7'7” are new and 1d10syncratlc to social medra Others,

~ such as, “What can post”” and “What does my client: have.[ o
- the rrght to. know about social media?” are twists on tradi-

tional areas within counsehng ethics. This section erl‘
examine ethrcal issues in the areas of conﬁdenuahty, con-
firmability, boundarles, and mformed consent that can arrse -
When profess1onal counselors use soc1al medra V

Confidentlahty

It has been said that conﬁdentrahty is the cornerstone
ethrc of the: counsehn g professron (Kaplan, 2003). However,

Vyou would not necessarrly know that by readlng messages
sent through soc1a1 media and other electronic forums by
- professional counselors and counselors in training, One of

the most egreglous vrolatlons is to use counselmg lrstservs

_such as counsgrads (for graduate students) cesnet (for coun—'

selor educators and supervisors), icn (for school coun-

elors), and counselors@yahoo com (for rnental health .

counselors) for case ‘consultations. As an example, a mes-

~sage was posted on cesnet in November of 2010 that beoan,'
~ “Thave a 12 year old male client whose mother brought him.

into. counsehng because of ...” The counselor then went on

 to request activities that she could use with the client. A

dozen listserv members responded with spec1ﬁc technrques ‘
and approaches that they recommended for thrs partrcular
client. ~

Many counselors are under the mrstaken 1mpresslon that
it is perrms51b1e to present (and respond to) aspects of a
case on a counseling | listserv as long as the client’s name is
not given. This is not the case (no pun intended). lnforrna— _
tion shared by a client and our chmcal impressions are as
confidential as the name of the client. Therefore, describing
a client’s presentrng problem dragnosrs, or your treatment
approach through lrstservs——even if you do not give the
client’s name—is a violation of confrdentrahtv Think of it

this way: lrstservs are public forums and are therefore open -

to anyone, regardless of their background There are prob-
ably a lot of noncounselors lurking on cesnet, counsgrads,
counselors @yahoo.com, and other electronic discussion
venues. As such, presenting case material through elec-
tronic forums is like going to a street corner and asking the
people who pass by for a consultation. Your clients would
probably no more appreciate being discussed on a listserv
then they would on a street corner, even if therr names were
not used. :
It is imperative that prOfessional counselors protect confi-
dentiality when interacting with clients directly through social
media. Haberstroh (2009) suggested that counselors avoid
public terminals and internet hotspots when communicating
electronically with clients because “sniffing” programs can
be used to eapture and decode information that is transmit-
ted over both wired and wireless networks. Professional
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counselors should also take precautrons to protect online

o commumcatrons through encryptron and sevreoated storaoe
L vwhenever possrble . o
Str’ttegtes to protect the counselor 8 prrvacy can be used

w1th social media. Facebook has a privacy setting which
, _jallows a counselor to hide from specrfrc mdrvrduals (such as
clients) who have Jomed their group or “liked” their page.

- Twitter allows one to protect tweets in order to control who c

has access to the newsfeed. However once allowed access
to the feed, followers can see who is also following the feed.
'Therefore, it those mdrvrduals do not have their tweets pro-
'tected as well, privacy 1s at rrsk Kolmes (2010) told thrs
, cauttonary story : , .

o My aw]wvard moment occurred when I tned to use my o
o . ifrlend network to pubhcxzc my practrce on Twitter. 1

- Tweeted on my locked persoual account that [ was running
a support group. A. friend Retweeted it to his group of sev-
~eral hundxed followers Whlle 1 apprecratcd his pubhcxzmg .
it to s0 "any people 1 felt exposed (p 6) '

,Boun arles -

o Many counselors are under the mrstaken unpressron that
. the ACA Code of Ethics prohrbrts dual relatronshtps It does
not In fact the current edition does not even mention the

term. Instead it speaks to evalu'mng whether nonprofes-
 sional mteractrons are beneﬁcral to the client (ACA, 2005,
p. 5, section A.5.d.). As such, the ACA ethics code provides
' flexrbrltty and permits counselors and clients to communi-

cate through social media as long as these mteractrons are

clearly helpful to the chent Therefore, it is not an issue of
whether you can use soc1a1 media as a professronal coun-
,selor but, rather how to do so in ways that are in the best
' mterest of your chents and provrde approprrate boundaries.
Of course, Just because you have the option of utilizing
socral medra does not mean you are obhgated to do so. In

the fall of 2010, counselors @yahoo com asked partrcrpants‘

 if they wished to consider moving the listserv to Facebook.
‘The consensus was to. keep counselors @yahoo com as a
moderated hstserv One counselor wrote, “I believe that
there are way too many prlvacy issues to make [moving
counselors @yahoo.com to Facebook] an optron My clients
don’t know about discussions like this but they all know
how to access Facebook” (Suttle, 2010).

So what are some recommended best practices for setting
appropriate boundaries surrounding the use of social media
in counselmg" All of the ideas that follow focus on one con-
cept: Clearly define when you are using social media in your
professional capacrty (Kolmes, 2009a).

+ Create separate professional Facebook, Twrtter and
~other web 2.0 sites and accounts, and always corre-
spond with clients or send messages related to-the
counseling profession through these accounts. This

o helps create an approprrate counselor—chent boundary

. between your professronal and private life. o
* Reserve your professronal name (i.e. Jane Smr th,

~ LPC; Jane Smith, NCC; or Dr. Jane Smith) for social

o ,medra messages sent thorough your professional

~ accounts. This helps create appropriate boundanes‘

- between your personal and professronal posts..

e Use prtvacy settings on your private soc1al medra{

. accounts s0 that clients who ooogle you cannot see
- ?personal posts and pictures. o
* Avoid creating embarrassmg user names in your per
~ sonal accounts Do you really want to leave open the
possibility of a client 'learning that you are “Sweet-
cheeks?2 1"2In the same. vein, think twice before post
ing statements or prctures that nucrht embarrass you in
your personal socral media accounts Whrle prrvacyf
~ settings can help prevent cl1ents from viewing your
' 'f;personal pages, there is no guarantee, since fnends,
 may repost your pictures and posts on their page.
* Ifyou choose 10 use instant  messaging and Twitter with
f clrents provrde clients wrth awritten pohcy on the spe- ‘
’c1ﬁc hours and. antrcrpated response time to text mes
. sages Otherwise, chents may expect you to- 1nstantly .
respond at any hour of the day or night. You do not
~want clients becommz frustrated that you are not“‘
. :«.respondmg in real time. lrke their close friends do or—
in the worst case scenano——-a suicidal client textmg you
- with the expectation of an immediate response. -
.. Avord searching for or makmg unsolicited vrsrts toa
~ client’s Facebook, LinkedIn, or other social media
page. If you do not want your clients searching for
- your personal social medra pages, it is a good bet that
many clients do not ‘want you searchmg for theirs.
Clients want to be in control of what they drsclose to.

you, and uninvited visits to their Facebook page or

other socral medra sites may be seen as a vrolatron of .
* Determine Whether your agency, school, or institution -

- has a policy on employee use of social media, and do -

- not violate the rules. Some employers prohibit the use
of social media in the workplace in order to protect
client and organizational privacy, promote efficiency,
and conserve bandwrdth (Jencius, 2009)

Given the ubrqultous nature of Facebook and Twrtter the

issue of whether to friend, follow, or be followed by clients, -

supervisees, K—12 students (if you are a school counselor),

graduate students (if you are a counselor educator), or research

participants is a critical boundary issue for professional

counselors. Kolmes (2009a, 2009b) recommended not dorng' . k

s0 because friending and following can easily lead to a breach’
of confidentiality, given the number of other mdrvrduals




. who are also frtendmg or fo]lowmg you or your client. The

o authors of this article agree. Our ¢ oprnron is that engagmg in

’ frrendmg and followmg those whom we serve, supervise,

~teach, or collect research data from crosses appropriate

: boundary hnes because it 1mp11es a personal relatxonsh1p

that you are avarlable after work hours and that you will
share personal mformatlon 1ead1n(r o mapproprtate self—

~ disclosure. In addltlon frrendmc 'or following can raise

abandonment issues. When unfrlendrng or unfollowing after '

. ;tenmnatron In order to promote a positive counseling rela-
~ tionship, we do suggest both acknowledgmty the request to

friend or follow and explammg that the declmatron reﬂects

your social medra pohcy and therefore is not personal

: Because of the potentrally risky nature of fnendmg and
: followrng in the realm of social networkmg, the authors sug-

gestan alternatrve Facebook allows individuals to establish

. pages as groups ’ rather than mdlvrduals, ‘which enables
. the admmrstrator 1o employ a far greater range of securrty -
. ‘roups (open c]osed and

~ Though there are three levels
ﬁsecret) we recommended 'that counselors estabhsh a

“secret” group, domg 0 wﬂl ensure that the group cannot be

- found by random mternet searches and w111 prevent non-
. members from viewing any mforrnatron about the oroup or

its members. Members of the group will be able to see the’ 7
~names of other members, but mdlvrdual prlvacy settings will

. vremam intact, safevuardmcr their personal mformatron

- Another evolving alternative to frrendmg and followmcc

is Google+. While Google+ is still in beta testrng as of the

~ writing of this manuscript, the authors feel it offers a possi-
o ble: 1mprovement over Facebook. Gooﬂe+ allows users to
oset up “circles.” The main advantave of ctrcles is that they
- allow the counselor to decrde which crrcle group to post

information to versus the Facebook optron of havrng to set
- privacy settings to protect information.

Not everyone agrees that frrendm<T or followmg always
need be avoided. Zur (2010) posited that engavmg in friend-
mg or following with clients can be appropnate depending
upon such variables as who the client is, the nature of the
 therapeutic relationship, the reason that the client posted the
request, the therapeutic setting, and the particular commu-
nity. Zur did focus on the need to ensure that the friending is
clearly beneficial for the client and does not cause exploita-
tion or loss of therapeutic effectiveness or objectivity. He
stated, “Ultimately, the most important question is: How
might the therapist’s response to a Friend Request affect
treatment and the therapeutic relationship?” (p. 3).

Conﬁrmabrhty

When counselors and clients interact through social
media, it is vital that both the client and the counselor are

* able to verify each othet’s identity (Haberstroh, 2009). The -

ACA Code of Ethics states in section A.12.h that counselors

John Bloom:

' commumcatmg with chents m cyberspace “estabhsh a .

method for verrfymg client 1dent1ty” (ACA, 2005 p7)

‘ Why" The following excerpt from the Kaplan et al. (2009) [ .

published interviews with members of the task force that
promulgated the 200'5 ACA Code of Ethzcs provrded ms1 fald

. Davrd Kaplan The new technology subsectron (A 12 h)
yc[of the ACA Code of Ethzcs] has many

- - nnportant ethrcal 1mperat1ves mcludrm the

N need to Verrfy the identity of acyber—chent o
L Why is that 1mportant‘7 o c
Chris Moll: ~ For the purposes of conﬁdenuahty, 1t 1s,
- ,rmportant 1o know that the person you are

~ communicating with at any given time is
' [,,the same person with whom you obta;tned
~ informed consent and with whom you
4estabhshed a counselmg relationship. In
__other words, you need to know that the

 individual at the other end of the [computer,

o 1Pad or smart phone] is your actual client
and not a parent partner frrend or hacker.

- DK:;{ o : How can you verrfy the 1dent1ty of chents*

‘when you cannot see them? ‘
The counselor and client can create and‘
~_exchange a confidential password at thef
. V"'beomnm(y (pp 253—254) -

' Haberstroh (2009) pomted out that conﬁrmablhty does not ‘
‘stop with the mrtral_conﬁrmatron each online interaction

requires identity confirmation. He agreed with John Bloom
that a code phrase or word could start every interaction to

- verify (to the best of your ability) that the person you are

texting, tweeting, and the like, is actually your client,

~ Clients also need to verify our credentials, identity, and
site securlty Section A.12 of the ACA Code of Ethics (ACA,
2005) states that counselors with websites are to provide
accurate links to their state licensing board so that clients
can confirm a valid license. We have all seen the secure, ver-
ified websites used by businesses like credit card compa-
nies. Practitioners who are going to use technology should
pay for dlortal certrﬁcates to verify therr identities (H'tber-
stroh, 2009)

Informed Consent

The senior author of this article begins his doctoral-level
counseling ethics class by stating that his experience has led
to the conclusion that 85% of all ethical dilemmas can be
avoided with thorough and complete informed consent pro-
cedures. While the exact percentage can be debated, it seems
clear that a focus on informed consent when using social
media with clients can proactively prevent many problems
from occurring. Informed consent refers to “the process of



8 ' COUNSELING AND HUMAN DEVELOPMENT :

APRIL 2011

, prov1d1ng enough mformatron about your spec1frc rules of
- practice to clients so that a knowledoeable decision can be -
- made about entering into and contmumg counselmg and is

an essential component for estabhshmg the ccunselor—chent

frelattonslnp (Kaplan, 2000, p. 3). When venturing into the

- murky waters of social media, the authors strongly recom-
~ ,mend using the 1nformed consent document and process as a

-way to address specrﬁc rules about the use of web 20 wrth

, chents

1nherent lack of prrvacy Clients need fo know that confi-

'dentrahty cannot ‘be guaranteed ‘when using Facebook,

instant messaging, Yelp, Twitter, Google+ and other social
,' medra apphcatlons Neace (2011) states in his informed con-
~sent document “Clients should know that electronic com-
;mumcatrons are generally not secure methods of com-
. munication and there is a risk that one's conﬁdentrahty
could be compromrsed with. thelr use” (para 1.

Kolmes (2010) covered the followmg informed consent o

topics in her excellent if lengthy, pmate practice social

media poltcy (avarlable at http://drkkolmes. com/ZOlO/OZ/Ol -

/updated—prrvate practrce—socral—medxa—pohcy/ )

- Whether the counselor accepts friend requests from ,

~ social networking sites

» Whether clients can be a Facebook fan of the counselor
. Whether clrents may be a follower of the counselor on

- Twitter - .
. Whether SMS mstant messacm or. messaomg
through social network sites such as Lmkedln or Face-

 book can be used to mteract with the counselor

» The conditions under which Google, Facebook, or

other search engines may be used to ﬁnd out informa-

tion about aclient
» Whether Google Reader can be used to share artrcles
_ between the counselor and client
~» Whether the counselor accepts testrmomals on his or
- her various websites ' ‘
* How the counselor may or may 1ot respond to com-
_ ments or ratings posted on internet sites

The social media policy contained within your informed
consent document does not necessarily need to address each
and every one of the topics listed by Kolmes. Select the ones
that relate to the particular way you use social media. As
your use of social media and client interactions evolves, so
will your policy. Neace (2011) provided an example of a

concise social media informed consent statement:

Clients should know that electronic communications ... are
generally not secure methods of communication, and there
is risk that one’s confidentiality could be compromised with
their use. Counselors at The Change Group, LLC. ... may
" engage in various forms of electronmic counseling which

Ttis critical that clients be. mformed about 500131 media’s ~ more than 5,000 ethics consultations each year in her role as

ACA Drrector of Ethrcs and Professional Standards. The fol- Ul
- lowing scenarios reflect requests for assistance in the areaof

 the Amer1can Counsehnc Assocratron .

a regular basis on the counselot’s wall by referrmg to their

'apporntment tlme (. e o “Your 2:00 pm called and said that
 sheis runnmg 15 minutes late. ”) Occasronally, the colleague
~ also posts remarks about diagnoses and chnlcal observa-'k‘
tions. The counselor has approached her colleague with con- -
cerns about postmg client mformat1on through Facebook, .

have vamng 1evcls of secunty, mcludmg text, message aud o
video chat, text messaging, and phonc conversations. The ' f
(] hange Group, LLC makes every effort to provrde each of
these services and all others in the most secure fashion pos-
sible, and aocordmg to genera]ly acoepted mdustry stan-- -
";'dards (para. i . :

VIGNETTES - o .
~ One of the authors of thlS article, Erm Martz, provrdes :

social media ethlcs from the more than 47, OOO members of

Facebook

Scenarw A counselor and a colleague who practrce at the'}
same agency are. Facebook friends. The counselor is con-
cerned that her colleague posts mformatron "tbout clients on

but her colleague rephed that no eth1cs vrolatron has

occurred because clients are referred to by appointment tnne" .
rather than by name. The agency’s clinical director concurs.

ACA recommended that the agency develop a wrrtten
policy reaardmg whether agency counselors may share
client information through Facebook. If the agency decides

to approve, the highest level of privacy settmg should be ,
used to ensure that confidentiality is maintained and that =~ =
outside friends do not have access to the posts Clrents‘, o
should be informed about this policy through the agency s

informed consent document It was also recommended that

the agency consider broademng the definition of treatment.
teams for informed consent purposes. In other words, if the

director desires the staff to communicate and/or conduct
case consultations via Facebook, section B.3.b (Treatment
Teams) of the ACA Code of Ethics (www.counseling.org/
ethics) should be reviewed to ensure that clients are properly
informed and that confidentiality is maintained. ACA is

beginning to hear from agencies who are instituting policies

concerning e-case consultation via social media, so 1t can
indeed be done approprratelv

Textmg
Scenario: A counseling graduate student is completmg

- her internship at an agency which spec1ahzes in counseling

adolescents. The agency policy is that professional staff




(mcludmg mterns) must use personal cell phones whcn on
~ call for emergenc1es Clients are grven the cell phone num-
~ berof the on- call counselor and told to call that number 1f -

they are in crlsls '

The mtern was at a party on a Saturday mght and had -

. . mdulged in some drinking when she received a text message
© from one of her clients—a 15- year-old girl with occa-
sional suicidal ideation. ‘The intern ‘was not on call that

night, but the chent had noted the phone number durmg a.
previous on- call Shlft The message was vague and nnphed -

that the client was feeling sad and hopeless The mtern was

. 'unsure how (or even whether) to respond L :
~ As partof the ethics consultanon the intern was asked to

- cons1der two srgmﬁcant quest1ons (a) D1d her level of nnparr—

~ ment drctate that she not interact with the client, or did the
~ client’s potentral emergency situation supersede that concern’l,

_and (b) Does the nature of textmv make the mteractron less
L personal thereby affectmg the risk for negative consequences"
After a lengthy drscussron with ACA professronal staff,

 the intern decided that responding via a brief Teturn text to

ensure that her client was safe and to then refer her to the on-
~call clinician was the approprrate thing to do. The intern also
_tealized that she needed to develop a statement addressing
. texting 1 for her mformed consent docurnent "

Skype , ,
; " Scenario: A counselor agreed 0 beom using Skype to
provrde counsehnv for a partrcular chent who travels fre-

quently for work. At times, the client is in an office setting,

but, at other times, she is in a hotel room or even an airport
'courtesy lounge. Because of this, the counselor worries about
'threats to conﬁdentrahty though the clrent does not seem
particularly concerned. Further, the client has expenenced

occasional technical difficulties as her laptop battery is

‘ dramed or the wi-fi srvnal is weak, result1n<r in a shortened

or disrupted session. The counselor was not sure how to brl]'

in these instances or whether rescheduling was appropriate.
- ACA recommended that the counselor address her con-

cerns in wr1t1n0 with the client to ensure that the client

understands the limits of conﬁdentrahty, the rnyrrad associ-
- ated risks, and what is expected in the event that a session is
interrupted for a variety of reasons on either end. This writ-
ten agreement protects both the client and the counselor
should a conflict arise in the future. Section A.12.g. (Tech-
nology and Informed Consent) of the ACA Code of Ethics
(www.counseling.org/ethics) provides parameters for con-
structing such a document.

Twitter
- Scenario: Recently, ACA received a phone call from a

counselor whose specialty was adolescent group work; she

had discovered that clients who tended toward the surly and

aloof would eaverly parucrpate in “feehngs checks” if they'

were conducted via Twitter. The counselor had group mem- - :
bers follow the group on Twrtter and once or twice a week

Would send out acall for a feehnos check Each member of
the group would be expected to tweet how they were feehng

at that time and then to comment on one other person’s

tweet. She was pleased at the responsrveness and surprrsed .
at how the tweets often served as conversation starters at the

next group meeting. The counselor wanted to know whether
her therapeutrc use of Twitter was ethically approprrate

~ ACA’sresponse was that the very nature of Twitter seems
: to lend itself to this kmd of ut1hzat1on confrdentlahty iseas-

ily preserved by pursulng the prlvacy options that are both

", ‘numerous and. snnple to engage ‘Twitter, unlike Facebook, - .
~ allows people to construct screen names, and this provxdes a

level of anonymlty Further, Twrtter allows users (o remove

their personal information from v1srble profiles and to dis-

able the “Tweet Locatron” feature. ThlS feature prov1des a

_ geo-location via GP‘S technolooy When users tweet that they

are in a certain place, and therefore could be a safety nsk for
minors, who are often targets for online predators ,
~ The best level of protection to engage in Twitter is the

“Protect My Tweets” feature This action requlres the user to
approve people who request to follow their tweets, thus pro-
tecting. conﬁdentralrty and preventmg any unwanted follow-
ers. In the aforementloned scenario, all of these privacy set-

- tings Were enabled, and this form of social networkmg

proved extremely effective. As always the risks, benefits,
and limits of conﬁdennahty should be thoroughly discussed

in writing dunng the mformed consent process before

envagmg in such act1v1ty

CONCLUSION |

~ Social media is now a part of the fabric of our society. -

Counselors are using Facebook, Twitter, instant messaging,
and other web 2.0 applications with clients to great advan-
tage and, as Neace (2011) pointed out, in a manner that “4s
consistent with all apphcable sections of the ACA ethics
code” (p. 2). As such social media is a viable modqlny for
counselors to use in their professional capacity. While pro- °
fessional counseling is feeling its way with the brave new
world of web 2.0, the bottom line for ethical behavior
remains the same as it does for the more traditional methods
of communication: Do what is in the best interest of the
client. This article has attempted to provide ideas and

vignettes to help professional counselors do so.
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individual and group counselmg theories and practices to those used in marriage and family
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o fam11y systems theraples with psychodynamlc, cognitive-behavioral, and humanistic theories.
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~ Windows Live

Appendlx

SOCIAL MEDIA APPLICATIONS .

General Social Interaction

'AOL Instant Messenqer - www.aim.com
. Chat Roulette ~ www.chatroulette.com
‘Facebook - www facebook.com
 Foursquare www.foursquare.com
. Google talk  www.google. com/talk
 Google+ bttps: //plus google.com
Internet Relay Chat Www.mirc.com
LinkedIn ~ www.linkedin.com
- Loopt. WWW loopt com
. VMySpace' ' jwww my‘:pace com
. Orkat - www.orkut.com/Main
~ Second Life www‘secondhfe,com ‘
Skype . wwwskypecom
 Twier . . wwwitwitter.com
Voicethrea’d o  www.voicethread.com

~ Messenger ~ messenger?os=other
Yahoo! Messenger ~ messenger.yahoo.com
Yelp ~ wwwyelpcom

: "‘Cohnselying Related S'ocialkl'ntera'ction' .

o Ame1 1ca11 Counselmg Assocmtton ‘Weblogs

o http /Imy. counselmg org/
Amcles forClmlcmm Using Social Media

http://drkkolmes com/for—chmmans/amcles/ \

C enter for Credentialing & Educatlon (DCC)
: http://www.cce- globdl org/DCC
CESNET listserv https:/listservkent.edu/cgi-
, bin/wa. exe‘7AO CESNET-L
The Dlgltal Psyway
http: // WWW. dlzltalpsyway net/
- Online Therapy Institute
http //www onlinether apymsﬁtute com/

’ Counsehng Related Tw1tter
‘:Amencan Counse]mg Asqocmtlon

- DeeAnna Nagel

explore live.com/windows- live-

 http://twitter.com/# ’/Counselmg\/“lewq
Ameucan nychological Association ,
, . http: //tw1tter com/#’/APAHelpCenter
Kate Anthony L .
. http //thttel com/#'/kateanthony

- Dr. Anthony Centore -

http: //twmer com/#'/thnvenanon

CESnet ~ http://twitter.com/#!/CESNET -

- ‘Stephen Goss http: //r\vxttercom/#‘/StephenGoqs
, D1 Keely Kolmes -

http:, //tw1tter com/#'/drkkolmes -

. hope //tvyltter com/#'/'l‘herapy()nlme
Psychology Toclay .
 http://twitter. com/#'/PsychToday

. Therapeumc Innovations in Light of Technology

http://twitter coxn/#'/TILTn1ag

PERMISSIONS AND COPYRIGHT

All rights are reserved. No part of this publication

may be reproduced, photocopied, faxed, stored in a
retrieval system, or transmitted in any form or by any
means, electronic, mechanical, recording or otherwise,
without the prior written permission of the publisher.

Back issues are available for sale. Reproduction

© requires permission and payment of fees. It is illegal

and a violation of federal copyright law to reproduce
this publication without permission. Dlrect all inquiries
to the permissions editor.




	CAHD 01-03
	CAHD 04-06
	CAHD 07-09
	CAHD 10-12

